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Abstract 
Currently, companies are not able to properly estimate costs induced by procurement risks. Hence, the optimal 
trade-off between effective and efficient processes (cost reduced processes) on the one side and risk induced 
costs on the other side are not quantified by companies until today. The approach will enable producing 
companies to systematically quantify risks in procurement monetarily. Based on an innovative approach, risk 
management is both efficiently and effectively sensitizing employees for risks in procurement by means of an 
integrated approach. A multiple-stage use of Monte Carlo method enables companies to monetarily quantify 
total costs of procurement risks providing a sound base for scenario analysis. Practicability of the approach 
was already validated in different companies indicating several advantageous for the industry. The approach 
was developed as part of a nationally funded AiF research project. 
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1 INTRODUCTION 
Times where procurement activities were understood to be 
supporting secondary processes are over. Nowadays 
procurement plays a crucial role for enterprises’ economic 
success. [1], [2], [3], [4] Increasing complexity of products 
and keen competition force enterprises to focus even more 
on their core competences. This development reduced 
depth of added value in own enterprises sourcing out 
periphery processes and modules. [1], [5], [6] In the past 
50 years depth of added valued decreased from 60 % 
down to around 40 % [7]. An efficient and risk optimized 
procurement process can realize savings and increase 
competitiveness of an enterprise [2]. Efficiency increasing 
activities  such as lean production or just-in-time sourcing 
reduced costs in the past [8], [9], [10]. Conducting these 
activities risks and corresponding risk costs due to 
procurement disruptions were not explicitly considered [1].  
Risk management in general addresses optimization of the 
total risk position [11], [12], [13]. In this case knowledge 
about likelihood of certain disruptions (e.g. earthquake, 
workdown or supplier’s lacking capacity) and their 
quantitative impact (e.g. production stop or search and 
selection of a further supplier) are necessary to derive 
economic most benefiting risk treating action [14]. 
Currently most of the existing approaches follow qualitative 
assessment. Quantitative approaches as conducted in 
finance and insurance do not exist for procurement risk in 
manufacturing enterprises. 
2 RISK ASSESSMENT AND CURRENT APPROACHES 
OF RISK MANAGEMENT IN PROCUREMENT 
Successful risk management depends on the framework 
defining responsibilities, analyzing the organization, 
implementing risk management, monitoring the framework 
and its continuous improvement. Five phases characterize 
the risk management process: “communication and 
consultation”, “establishing the context”, “risk assessment”, 
“risk treatment” and “monitoring and review”. [15] The 
approach introduced below consists or supports all of 
these phases. However, as risk assessment represents the 
most crucial element special risk assessment methods are 
introduced in the following chapter. 
2.1 Risk assessment in general 
Risk identification, analysis and evaluation represent the 
three sub processes of risk assessment. Within the 
identification sub process root causes, affected objects 
(e.g. departments, product or processes) or changes (e.g. 
different supplier) are identified. A deeper understanding 
for risks is developed within the second sub process 
analysis. Lastly, risk evaluation provides decision base for 
decision makers prioritizing risks according to the applied 
method. In general, risk assessment methods can be 
grouped into  qualitative and quantitative approaches. [15] 
Qualitative assessment methods 
Failure Mode and Effects Analysis (FMEA) [16] enables 
analysis of products, processes and systems e.g. within 
early stages of product development regarding potential 
failures and possible actions treating risks [17], [18], [19], 
[20], [21], [23]. Applying FMEA leads to reduced time of 
development and prevention of product flaws increasing 
quality as perceived by the customer [19]. Hence FMEA is 
an important tool of risk management [21]. However, its 
application is characterized by high efforts in applying 
FMEA and disadvantages in interpreting the resulting Risk 
Priority Number (RPN). RPN is not to be understood as an 
absolute risk measure [21], [22], [23] and does not allow 
(monetary) quantification of risks [21], [24]. Over time 
FMEA was enhanced and modified, e.g. in combined 
application with the failure-process-matrix, risk-man-
procedure including creative techniques such as mind 
mapping [25], QuickRiskCheck (QRC) for risk assessment 
of procurement processes [26], enhancement of petri nets 
[27], logarithmization and modification of the assessment 
scale [28], [29], or application of Monte Carlo Simulation 
for calculation of RPN [30]. 
QRC, developed at Fraunhofer IPT, is a simple method to 
identify critical process risks. In the first phase a process 
chain is mapped, divided into single process steps and 
main risks related to these phases. In the next phase top 
risks are identified applying pairwise comparison. Identified 
risks are analyzed in detail. Probability of occurrence and 
risk effects are aggregated and assessed by a 3-stage 
scale. In the next phase, risk treating actions are 
determined and their impact on each risk identified is 
evaluated (4-stage scale) resulting in a ranking of risk 
treating actions. Furthermore the possibility of determining 
(estimated) costs of each measure  exist. [31], [32], [33], 
[34] 
Quantitative assessment methods 
Fault Tree Analysis (FTA) allows identification of failures in 
complex and safety related systems from the root cause 
(e.g. political risks such as governmental change of power 
might be one root cause for risk of delay) [35], [36], [44]. 
The first phase starts by defining a system to be analyzed 
deriving a failure tree. All possible combinations of possible 
causes have to be identified and displayed in a tree 
structure [35] [36] Effort and therefore costs in FTA 
conduction rise with the complexity of the analyzed 
system. Event Tree Analysis (ETA) originating in the 
atomic energy sector [37] follows inductive logic identifying 
possible consequences of a certain undesired event such 
as delay of supply [38] [39]. In opposite to FTA a bottom-
up approach is followed resulting in a tree with one root 
and several final consequences (e.g. loss of production or 
search for and development of an alternative supplier) [40]. 
Hence, ETA discloses series of possible risk consequence 
trees resulting from a single undesired event [41], [42]. 
Both performing FTA and ETA are very challenging and 
time consuming methods [43], [44]. Sole application of FTA 
or ETA does not enable monetary quantification 
The financial industry developed and applies methods to 
monetarily quantify risks, e.g. Value at Risk (VaR). VaR 
represents loss oriented risk measure defined as estimated 
maximum expected loss considering regular market 
conditions within a determined time period and defined 
probability of occurrence. [45], [46], [47]. To determine the 
aggregated risk several statistic approaches e.g. Monte 
Carlo Simulation are applied. [47], [48], [49], [50]. 
Application of VaR on procurement and technical 
processes could not been identified by the authors.  
2.2 Current approaches of risk management in 
procurement 
Olson1) 
Olson applied one of the few approaches to quantify risks 
in procurement based on Monte Carlo Simulation using the 
commercial tool CRYSTALL BALL. Purchase price, 
currency risk, quality risk, risk of bankruptcy and political 
risk present independent decision variables for the 
simulation model. However exclusively currency risks are 
modelled by distribution. Other variables are modelled with 
constant single point estimations. [51] Hence, only a small 
amount of procurement induced risks are covered by this 
method. 
Kersten2) 
Kersten et al. address each phase of risk management. 
Users characterize their supply chain. Depending on their 
supply chain strategy risks are identified. A seven level 
scale serves to evaluate likelihood of risks. A list with 1,200 
measures and strategies supports the user to treat risks in 
SC. [52] However, quantification process is not disclosed if 
existent. Furthermore, usability with respect to a list of 
1,200 risk treating actions and strategies needs to be 
questioned.  
Winter3) 
Winter considers similarly to Olson decision variables. 
However, the list of Olson is extended to nine variables, 
e.g. by loss of big customer or layoff. Quantification of 
variables is either based on existing data or estimated if 
data is not applicable. In comparison to Olson simulation is 
based on equipartition, triangular or standard distribution. 
A risk-impact-matrix realizes monetary transformation. The 
algorithm of the approach is not disclosed in detail. An 
aggregated distribution of Cash Flow at Risk is realized by 
a combined solution of excel and CRYSTALL BALL. [53] It 
is questionable whether the amount of chosen decision 
variables covers relevant risks in the field of procurement. 
Additionally, assessment results are suppositionally 
sensitive on risk-impact and risk-correlation matrix. At this 
stage validity of simulation results needs to be reviewed 
carefully. 
Reh4) 
Within Reh’s approach several procurement goods are 
analyzed parallel generating logistics key performance 
indicators based on simulation of risk assessment. In 
maximum four risk aspects characterize each procurement 
good. A risk-map supports the user to transfer qualitative 
risk assessment into quantitative values. The risk-map 
consists of eleven classes based likelihood and number of 
units for each period. Risk aggregation is realized through 
Monte Carlo Simulation. [54] However, validity of 
assessment results is doubtful when quantified risk 
aggregation is based on estimated qualitative risk 
assessment. Furthermore, the approach lacks of linking 
quantitative results to monetary values. 
Schneider5) 
Schneider focuses on risk optimized supplier selection 
providing a guideline for risk assessment. A benefit 
analysis presents with an assessment scale between 1 
and 10 and loading factors are base to assess 
procurement risks of different suppliers. The approach 
provides fault trees related to supplier, transport, stocking 
and production loss. [55] However, a comprehensive 
monetary quantifying approach is not conducted. 
Moody’s6) 
Moody’s RiskCalc Germany representing key performance 
indicator (KPI) based analysis methods assesses risks of 
bankruptcy of German companies. As part of statement 
analysis the KPI consists of nine sub KPI to assess 
profitability, financial situation and net asses position. [56] 
This approach misses out on an impact analysis on the 
one side and focus on procurement risks on the other side. 
2.3 Summary of deficits and need for action 
Currently quantitative and especially monetary risk 
assessment approaches do not exist for manufacturing 
enterprises. Especially correlations between single risks 
are unknown. Lacking knowledge or databases that are 
difficult to sound impede deviation of valid values of 
likelihood with reasonable invest practical for day-to-day 
business. Currently sole application of risk assessment 
methods (complete overview in IEC/FDIS 31010:2009 [57]) 
lack of comprehensive quantitative risk management for 
small to medium sized enterprises (SME) and do not 
consider the time horizon of risk impact. With regards to 
the requirements for monetary risk assessment in 
procurement deviated from the deficits displayed above 
existing approaches do not or only partly fulfill 
requirements (refer to table 1). 
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Table 1: Evaluation of current risk management 
approaches in procurement 
Requirements/Current 
approaches 1 2 3 4 5 6 
Inclusion of all risks in 
procurement - - - - - - 
Risk aggregation o - o + - + 
Considering uncertainties in 
estimation - - o o - - 
Comprehensive risk 
quantification + - o - - + 
Application of meaningful 
risk measures o o + o o + 
Mapping of the complete risk 
management cycle - + - - + - 
+: fulfilled o: partly fulfilled  -: not fulfilled 
Therefore, an approach to monetarily assess procurement 
risks needs to: enable / provide the user to / with  
● Enable model risks of high frequency and small impact 
and vice versa risks with low frequency but high 
impact. 
● Enable to completely and comprehensively quantify 
risks. 
● Enable to aggregate risks considering uncertainties of 
estimation. 
● Enable to analyze risks with meaningful parameters. 
● Provide the user with significant risk measures such 
as VaR. 
● Provide standardized risk categorization to reduce 
required effort. 
● Provide adequate risk consequences (event trees) for 
monetary transformation. 
● Provide a tool of low complexity, low need for human 
resources and easy to understand. 
 
3 THE Q-RISK CONCEPT 
Objective within the Q-RISK concept (Monetary 
quantification of risks in procurement) is an efficient and for 
small and mediums sized enterprises (SME) applicable 
approach to identify, analyze and monetarily quantify risks 
in procurement of a selected good. Q-Risk shall support 
decision makers at make-or-buy decisions, change of 
procurement strategies (scenario analysis) or in 
negotiations with suppliers. Q-RISK (Figure 1) is based on 
three phases: characterization of the current procurement 
situation for procured goods, quantification of each risk and 
their monetary transformation, and risk aggregation.  
3.1 1st phase – characterization and risk pre-
selection 
In order to efficiently identify critical risks for procurement 
goods users have to characterize their current 
procurement situation of one selected good. Procurement 
situation is characterized by: 
● Procured good (order frequency, stocking, price or 
complexity). 
● Procurement strategy (distance to supplier, amount of 
suppliers or timing). 
● Supplier management (type of supplier, impact on 
supply chain or criticality of good). 
Depending on parameter values of procurement 
characterization risks are automatically pre-selected, i.e. 
preselection should be understood as a proposal for the 
user. At any time pre-selected risks can be deleted or 
further risks can be added. Automatic preselection and its 
continuous improvement through neural networks reduce 
the effort for users. To enable monetary transformation, 
procurement risks are categorized according to delay risks, 
quality risks and cost risks. Bankruptcy, insufficient supply 
of the ordered quantity or supplier dependency are risks of 
the category delay. Supplier quality risk or product design 
risk are categorized in the field of quality risks. Price risks, 
currency risks or fluctuation are categorized to cost risks. 
The amount of risks and corresponding three categories 
are based on a sound survey of existing procurement risks 
and category approaches. 
3.2 2nd phase – quantification and transformation 
Quantification of each selected risk and category wise 
monetary transformation characterizes the second phase. 
When quantifying each single risk the user can choose 
between single point estimation, distribution estimation or 
upload databases (historic data) to determine likelihood 
and impact of each risk. This choice highly guarantees 
practicability. The user can decide which effort to take 
depending on the criticality of the procured good. At this 
stage dimension of impact depends on the category. 
Within the category ‘delay’, impact’s dimension is delay in 
the unit time. With regards to the category ‘quality’ the user 
has to consider the impact as percentage. Risks of the 
category ‘costs’ are directly considered in the monetary 
dimension. 
Once all risks of one category are quantified according to 
the above mentioned dimension the first simulation cycle 
starts based on fault tree models for category delay and 
quality. These fault tree models are necessary to transform 
input dimensions time or percentage into monetary values. 
The model is provided within the approach. Only few input, 
e.g. for fault tree model delay, as cost per time is required 
by the user. Within the first simulation stage risks are 
monetarily aggregated for each risk class. 
3.3 3rd phase – aggregation of total risk position 
Once each risk is quantified and first stage simulation is 
conducted resulting monetary risk distribution of each 
category serves as input for the second stage simulation. 
Within second simulation stage the likelihood to consider 
certain values of monetary risks depends on their 
frequency of occurrence.  
 
Figure 1: Three phases of the Q-Risk concept. 
 
4 APPLICATION OF Q-RISK 
The introduced methodology was applied at two 
enterprises, in the field of mechanical engineering and 
medical technology respectively. Both are market leader 
and source goods worldwide. Due to their quality 
leadership with regards to product life cycles and on time 
service and high regulative demands a sufficient risk 
management tool is required to assess their procurement 
process. 
In an initial phase most critical procured (ABC-Analysis) 
goods were analyzed. After the initial set up reviews are 
conducted once a year. In case of changes (change of 
procurement strategy: single instead of dual sourcing) or 
disruptions (quality difficulties of a supplier) procurement 
process is reviewed in addition. Within the review 
meetings a team of employees including several 
departments (e.g. procurement, supply chain 
management, manufacturing or director) and a moderator 
leading the discussion is needed. Reviews for each 
procured good were conducted within four hours in the 
initial phase. Afterwards duration is minimized by at least 
two hours depending on risks affected by changes or 
disruptions. 
Both enterprises identified following use cases for Q-Risk: 
● Transparent calculation of real costs (base price + 
costs of risks + costs of risk treating actions) for an 
extensive decision base for make-or-buy decisions or 
selection of suppliers. 
● Comparison of different procurement strategies (e.g. 
single versus dual sourcing or local versus global 
sourcing). 
● Argumentation aid when negotiating with suppliers 
with regards to base price of implementation of risk 
treating actions. 
 
5 CONCLUSION 
The standardized risk consequences in the category delay 
and quality are core elements of the concept. These risk 
consequences enable mostly automated monetary 
quantification of risks applying MCS. The definition of 
three risk categories delay, quality and cost accelerate 
benefit of the standardized risk consequences. With 
regards to flexibility of application and human resource 
allocation users can choose between three types of risk 
quantification: single point estimation, estimation of risk 
distribution (likelihood and e.g. delay as standard 
deviation) or upload of a database. Aggregation of risks 
through the two-stage simulation process considers 
uncertainties of estimation with regards to practicality. 
Application of Q-Risk in the industry disclosed high 
usability. It benefits enterprises in their decision making 
process with regards to cost-risk optimal supplier 
allocation, make-or-buy decision and negotiation with 
suppliers. Enterprises using the tool are able to reduce 
their total cost position for procured goods. 
In the future further support in estimating risks with low 
uncertainty is needed. Especially estimation of likelihood 
and relationship between risks is still a challenge for users.  
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